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Priority Document 

[0001] This application claims priority from U.S. Provisional Patent 
Application Serial Number 60/401,312 filed on August 6, 2002. 

Field Of The Invention 

[0002] This invention relates to verification of the authenticity of a 
hard copy of a document. It develops from the integration of a digitally secure 
document with a secure desk top printer that will mark the document as it is 
printed on ordinary paper in such a way that it may be proven that it is an 
authentic document and not a copied or modified document. 

Background Of The Invention 

[0003] Computers increasingly originate or process most documents 
in use today. As such, the need for increasing security of computer files and 
then the hard copies (printed document) of computer files is critical. To that 
end, computer files have been developed to the stage where certain security 
features can keep the information relatively secure (restricted access and 
confirmation of authors) from origination, to storage, and to delivery in digital 
format. For instance, input controls and certification techniques, such as 
fingerprint entry pads to a personal computer, may help to identify a 
user/originator at the place of origination for the digital document. This 
technique is sufficient if the file is maintained in digital format. 

[0004] However, many documents are subsequently printed for 
distribution or even for record keeping, and the above-listed certification 
technique will not prevent copying and/or alteration of printed hard copies of 
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the document, it is important to be able to identify if any page of a document 
has been altered or changed in any way. 

[0005] A further challenge to the security of printed documents is 
that, with the widespread advent of computer networks and the Internet, 
documents are more and more likely to be printed in a remote location from 
the originator. As a result, various security and encryption systems have 
been utilized to securely print documents. 

[0006] Various patents and published applications have sought to 
deal with the issue of providing a secure printer from a remote computer 
terminal and for providing a security marking on the printed document. 

[0007] For instance, Published U.S. Patent Application No. US 
2003/001 1810 to Strobel et al. ("the 001 1810 application") discloses 
encrypting a document sent to a printer and sending a key to a mobile device 
in the possession of a user. The 001 1810 application further teaches that 
once the mobile device is brought into close proximity of the printer, a 
connection between the two is established with the mobile device providing 
the key to the printer which, in turn, decrypts and prints the document. 
However, the 001 1810 application fails to teach or disclose a system to 
watermark the paper and to ensure that the a printed document is authentic 
and has not been copied or altered. 

[0008] Alternatively, U.S. Patent No. 6,351 ,815 B1 to Adams ("the 
'815 patent") discloses a system for providing media-independent security for 
a printed document. The '815 patent discloses use of a background object, 
an image object or a watermark object. The '815 patent further discloses that 
a pattern may be output with copies of the document and that data may be 
inserted in the pattern. The data contained in the pattern may include 
information relating to the creation and control of the entire document. 
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However, the '815 patent fails to teach the insertion of data on the printed 
document that is unique to each page of the document to be printed. 
Furthermore, if the printed page is copied, the watermark may also be copied. 

[0009] Published U.S. Patent Application No. US 2002/0041372 to 
Gardner et al. ("the 0041372 application") discloses use of a latent security 
marking on a document to determine of the document is an original, the 
marking comprising a covert phosphor formulation that renders the mark 
visible only under certain lighting. Again, however, the 0041372 application 
fails to teach the insertion of data on the printed document that is unique to 
each page of the document to be printed. 

[000101 Published U.S. Patent Application No. US 2002/0105572 to 
Testardi et al. ("the 0105572 application") discloses the use of a glossy 
topcoat that may be applied to a document to provide a security mark on the 
printed document. However, the 0105572 application also fails to teach the 
insertion of data on the printed document that is unique to each page of the 
document to be printed. 

[00011] Finally, Published Patent Application No. GB 23581 15 to 
Braudaway et al. ("the 23581 15 application") discloses sending an encrypted 
document to a printer that may be certified by a user as authentic, the 
certification appearing on the printed copy. The 23581 15 application also 
teaches the use of special paper that is very difficult to copy or reproduce 
such that unauthorized copies of the document will be readily discernable. 
However, like the above-listed references, the 23581 15 application also fails 
to teach the insertion of data on the printed document that is unique to each 
page of the document to be printed. 

[00012] Therefore, what is desired is a document security system that 
will watermark each page as it prints so as to indicate whether unauthorized 
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printing, alteration or duplication of a document has occurred. The watermark 
being provided such that it cannot be accurately copied or counterfeited, and 
containing machine readable encoded data unique to each page. 

[00013] It is also desired to provide a document security system that 
will provide a security marking on a printed document, the security marking 
being unique to each page of the document. 

[00014] It is further desired to provide a document security system that 
will provide a secure printing environment, such that unauthorized copies of 
documents cannot be printed. 

Summary Of The Invention 

[00015] These and other objects are obtained by a document security 
system where a printer is addressed and linked to a document source and is 
provided such that a security encryption/certification is carried through to print 
the file. The printed pages are marked with a security marking ("a 
watermark") that uniquely identifies that particular authentic page of the 
printed document. 

[00016] In implementing this document security system, the printer 
might, for instance, be arranged to only print if the file is coded as from a 
selected source. Alternatively, the printer might be set up to print only if the 
file access history meets specified criteria, for instance, "never before 
opened." Further, the printer may be programmed to only print the document 
once. 

[00017] In addition to these printer features, the printer may be 
accessible only by the approved party or by approved personnel. To that end, 
a security entry system (i.e. fingerprint keypad) such as is utilized by the file 
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originator to design or type the document, may also be applied to the printer. 
If the fingerprint entry system identifies and logs a file originator, the 
document security system may be programmed to only print the document 
upon a fingerprint match of the file originator. Further, the printer should be 
able to distinguish the certification details of the digital file and be activated by 
an acceptable code or signal. 

[00018] The document security system should also provide a security 
mark on ordinary or specialized paper, which can be forensically validated as 
true and original. The mark may be measurably, provably unique to that 
document and even to each particular page of the printed document. The 
security mark may, for instance, be placed on the page as the document is 
printed and may be covert, overt or a combination. The security mark will 
effectively water mark that paper as it is printed to provide the same anti- 
counterfeiting advantage of watermarks and other features usually marked at 
a production factory. However, the security mark may be unique to the 
particular file and to the particular page of paper, having a unique (unique to 
that individual page) number or code. In addition, the paper utilized by the 
printer may also have features built-in before the printing so to avoid 
tampering later, such as a watermark, shading or other design. 

[00019] Accordingly, in one advantageous embodiment of the present 
invention a document security system for printing secured documents is 
provided comprising a digital file accessible by a receiver via a terminal and a 
printer connected to the terminal. The document security system further 
comprises security data specific to each page of the digital file and a mark 
printed by the printer on each page of the printed digital file, the mark 
containing data specific to each page of the printed digital file. 

[00020] In another advantageous embodiment of the present 
invention, a document security system for printing secured documents is 
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provided comprising a digital file accessible by a sender via a terminal, the 
digital file comprising at least two pages to be printed and a printer connected 
to the terminal via a network. The document security system further 
comprises security data specific to each page of the digital file, and at least 
two marks printed by the printer on the at least two pages of the printed digital 
file, the marks containing data specific to each of the at least two pages of the 
printed digital file and the at least two marks being different from each other. 

[00021] In still another advantageous embodiment of the present 
invention a method for printing secured documents is provided comprising the 
steps of collecting verification data from a sender relating to a digital file, 
verifying access to the digital file based upon the collected verification data, 
and accessing the digital file. The method further comprises the steps of 
inputting a print command, generating security data related to the verification 
data, the security data being specific to each page of the digital file to be 
printed, and encrypting the digital file. The method still further comprises the 
steps of sending the encrypted digital file to a printer, and printing the digital 
file with a mark on each page of the document, the mark for each page 
containing data specific to each page of the printed document. 

[00022] In yet another advantageous embodiment of the present 
invention a method for printing secured documents is provided comprising the 
steps of accessing the digital file, and generating security data related to the 
digital file, the security data being specific to each page of the digital file to be 
printed. The method further comprises the steps of sending the digital file to a 
printer, and printing the digital file and a mark on each page of the digital file, 
the mark containing data specific to each page of the printed digital file. 

[00023] In still another advantageous embodiment of the present 
invention a document security system for printing secured documents is 
provided comprising a digital file accessible by a receiver via a computer 
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terminal and security data specific to the digital file and to each page of the 
digital file. The document security system further comprises a printer 
connected to the computer terminal, and a mark printed by the printer on each 
page of the printed digital file, the mark containing data specific to each page 
of the printed digital file. 

[00024] In yet another advantageous embodiment of the present 
invention a document security system for printing secured documents is 
provided comprising a digital file accessible by a receiver via a computer, and 
a printer connected to the computer. The document security system further 
comprises security data specific to the digital file, and ink usable by the 
printer, the ink having coded DNA information that contains the security data 
specific to the digital file. The document security system still further 
comprises a mark printed by the printer with the ink on the printed digital file, 
the mark containing data specific the printed digital file. 

[00025] In still another advantageous embodiment of the present 
invention a document security system for printing secured documents is 
provided comprising a digital file accessible by a receiver via a computer, and 
a printer connected to the computer. The document security system further 
comprises security data specific to the digital file, and an Optical Variable 
Device printed by the printer on each page of the printed digital file, the 
Optical Variable Device containing data specific the printed digital file. 

[00026] In yet another advantageous embodiment of the present 
invention a document security system for printing secured documents is 
provided comprising a digital file accessible by a sender via a terminal, and a 
printer connected to the terminal via a network connection. The document 
security system further comprises security data specific to each page of the 
digital file, and a mark printed by the printer on each page of the printed digital 
file, the mark containing data specific to each page of the printed digital file. 
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[00027] The invention and its particular features and advantages will 
become more apparent from the following detailed description considered with 
reference to the accompanying drawings. 

Brief Description Of The Drawings 

[00028] FIG. 1 A is a block diagram of one advantageous embodiment 
of the present invention. 

[00029] FIG. 1 B is a block diagram of another advantageous 
embodiment of the present invention. 

[00030] FIG. 2 is a block diagram of still another advantageous 
embodiment of the present invention. 

[00031] FIG. 3 is a block diagram of yet another advantageous 
embodiment of the present invention. 

[00032] FIG. 4 is a flow diagram of still another advantageous 
embodiment of the present invention. 

Detailed Description Of The Drawings 

[00033] One advantageous embodiment of the present invention is 
illustrated in FIG. 1A. The document security system 100 for printing secure 
documents is shown as a block diagram in FIG. 1 A. The securely printed 
documents may comprise any documents containing highly sensitive 
information, or documents in which verification of authenticity is critical, such 
as for instance, negotiable instruments. 

[00034] FIG. 1A illustrates a computer terminal 102 provided as an 
interface for allowing a user to input access requests for data and/or 
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information. Computer terminal 102 may comprise any type of digital 
computer, such as, for instance, a personal computer or a terminal for logging 
into a mainframe. Also depicted in FIG. 1 A is digital file 104. Digital file 104 
may comprise any type of digital file accessible by computer terminal 102 and 
may contain any type of data normally stored in digital format, such as, for 
instance, word processing documents, digital pictures or illustrations, audio or 
video files, text, links to web addresses, programs or any other data normally 
stored in digital format. 

[00035] In order to access digital file 104, verification data 106 is first 
gathered. Verification data 106 may comprise, for instance, information 
and/or data related to the user requesting access to digital file 104, it may also 
comprise information relating specifically to digital file 104, or combinations of 
the two. 

[00036] A security system 108 is provided to limit access to proprietary 
information that may, for instance, be contained in digital file 104. Security 
system 108 may analyze gathered verification data 106 to determine if access 
is permitted to digital file 104. Access to digital file 104 may be permitted or 
denied based upon a number of variables. For instance, access may be 
permitted or denied based upon: the origin of the request (i.e., security system 
108 may only allow access from certain computer terminals); the number of 
times digital file 104 has been accessed (i.e., security system 108 may only 
allow access a specified number of times); the identity of the user requesting 
access to digital file 104; or combinations of the above (i.e., certain individuals 
may only be allowed access a specified number of times from specific 
computer terminals). It is contemplated, however, that numerous variations of 
access restrictions may be utilized to maintain desired security. 

[00037] Once security system 108 has analyzed verification data 106 
and determined that the user may access digital file 104, computer terminal 
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accesses digital file 104 from database 110. Database 110 may comprise 
any form of digital storage appropriate to store digital information and/or data. 
For instance, database 110 may comprise a magnetic hard drive, a magnetic 
floppy disk, an optical drive, an optical disk (CD), a tape drive, RAM, ROM, 
EPROM, EEPROM or any other digital storage medium whether volatile or 
non-volatile. Furthermore, although database 1 10 is illustrated as being local 
to computer terminal 102, it is contemplated that database 110 may be 
located remotely from computer terminal 110 and accessible over, for 
instance, a secure network, an Internetwork or the Internet. 

[00038] Once computer terminal 102 has accessed digital file 104, the 
user may then enter a request to print digital file 104. Computer terminal 102 
will then generate a print file 1 16 to be sent to printer 112. Security system 
108 will monitor for a request to print digital file 104 and upon receipt of such 
request, will generate security data 114 specifically relating to digital file 104 
prior to print file 1 1 6 being sent to printer 1 1 2. 

[00039] Security data 1 14 comprises data that is related to digital file 
104, for instance, including, but not limited to the size of the file, the location 
of the file, the type of file, the author of the file, how many times the file has 
been accessed and/or moved, the identities of all users who have accessed 
and/or altered the file, the number of times a print request has been made for 
the file, the number of times a request for access to the file has been made 
and by whom or any other information that one would desire to know about in 
connection to digital file 104. 

[00040] Once print file 116 has been generated, security system 108 
may analyze the print format and total number of pages to be printed. 
Security data 114 may reflect this information, which will be specific to and 
printed on each page of digital file 104 printed. 



Express Mail No. EL 550 087 710 US. 



- 12- 



[00041] The print file 1 16 of digital file 104 is then sent to printer 112. 
Also sent with print file 1 16 is security data package 1 18 that contains security 
data 1 14. While print file 1 16 is illustrated as separate from security data 
package 1 1 8, these are shown in this manner to illustrate that different 
information is being sent to network printer 112, the print file information 
relating to the data contained in digital file 104 while the security data 
information relating to the security features to be activated by the printer and 
the security mark 122 to be applied to the printed document 120. Only one 
actual file may be sent to printer 112 from computer terminal 102, that one file 
containing the print file 116 information and the security data package 1 18 
information. Alternatively, it is contemplated that print file 116 and security 
data package 118 could be sent separately from each other however, this is 
not required. 

[00042] Once printer 1 1 2 receives print file 1 1 6, it will monitor for 
receipt of security data pack 118. Security data package 118 will contain 
security data 1 14 for generating a mark 122 that specifically relates to each 
page of digital file 104 to be printed. Once printer 112 has received security 
data package 118, printer 112 proceeds to generate printed document 120. 
Printed document 120 will have mark 122 printed thereon. Printer 112 will be 
able to print mark 122 on printed document 120 in such a manner that mark 
122 is measurably unique for each page of printed document 120. 

[00043] Mark 122 is a unique mark that contains data related to the 
specific page of printed document 120 on which it is located comprising, for 
instance, a number or code that is unique to that particular printed page of 
digital file 104. Mark 122 may be provided in such a manner that it is overt, 
covert or a combination of the two. In one advantageous embodiment, mark 
122 is provided as, for instance, a watermark that may be printed on ordinary 
paper, or alternatively, on specialized paper. One major advantage of utilizing 
watermarks is that they are very difficult to copy providing a large anti- 
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counterfeiting advantage, in another advantageous embodiment, mark 122 is 
provided as verifiable information and/or data located on the page. In still 
another advantageous embodiment, a combination of these methods may be 
used with some security data clearly discernable to the eye printed on the 
page, while simultaneously having covert security data printed on the same 
page. 

[00044] Encoded information that may not be counterfeited is 
disclosed in U.S. Patent No. 6,312,911 to Bancroft et al. entitled DNA-based 
steganography, which is incorporated herein by reference. This patent 
teaches how to make an ink for a watermark that contains secret DNA 
material imbedded into the ink to thereby achieve the highest possible level of 
security. 

[00045] Therefore, mark 122 may comprise a DNA-based ink that is 
printed on each page of document 120, mark 122 having DNA information 
contained in the ink that is unique to each page of printed document 120, 
which may be printed on either ordinary paper or specialized paper. 

[00046] Alternatively, mark 122 may comprise an Optical Variable 
Device (OVD), such as a holographic image, printed on each page of 
document 120. U.S. Patent No. 6,493,014 to Aroneo entitled Optical 
Security Device Printing System discloses various means for printing a 
hologram by a printer and is incorporated herein by reference. 

[00047] The OVD may further comprise information that is unique to 
document 120 and the individual OVD marks printed on each page of 
document 120 may contain information unique to that page of the document. 
The OVD mark will not be able to be authentically copied and may contain 
overt information, covert information or combinations thereof. It can contain 
information encoded with data of any type, including for instance, page 
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number, etc. Such a mark is a point of use, page-by-page watermark placed 
on ordinary or specialized paper at the time of printing. 

[00048] As a further anti-counterfeiting measure, printer 112 may be 
supplied with and generate printed document 120 on a specialized paper that 
is difficult to counterfeit. For instance, the medium may comprise Thermal 
Transfer holographic foil or some other similar medium. Alternatively, the 
medium may comprise a background pattern; include variable shading; 
comprise color or variable colors; or any other medium that proves difficult to 
reproduce and/or copy. 

[00049] FIG. 1 B is a block diagram of another advantageous 
embodiment of the present invention. FIG. 1B has common features with 
FIG. 1 A, which will not be re-described here, except that computer terminal 
102 is connected to printer 1 12 via a network connection. As mentioned 
earlier in connection with database 110, the network connection may 
comprise, for instance, a secure network, an Internetwork or the Internet. It is 
contemplated that computer terminal 102 may comprise for instance, a 
portable computer that may be connected to a network or the Internet 
wherever a suitable connection is available. 

[00050] FIG. 2 is a block diagram of another advantageous 
embodiment of document security system 100 according to FIG. 1 . Network 
printer 1 12 is illustrated in FIG. 2 along with printed document 120 having 
security mark 122 as previously discussed. Also shown is printed document 
130 having security mark 132 and printed document 140 having security mark 
142. Printed documents (120, 130, 140 ...) comprise individual printed pages 
of digital file 104. Each individual page receives a security mark (122, 132, 
142 ...) that specifically and uniquely identifies that particular page. The 
security mark, as discussed previously, may comprise, for instance, a number 
or code that uniquely identifies that particular page of the printed file. 
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[00051] While security mark (122, 132, 142 ...) is illustrated at the 
center of printed document (120, 130, 140 ...) this is not necessary. For 
instance, security mark (122, 132, 142 ...) may be located at the top, bottom 
or side of the page. Additionally, security mark (122, 132, 142 ...) may 
comprise a watermark that is located anywhere across printed document 
(120, 130, 140 ...) or may comprise a combination of overt and covert 
markings. While the marking method may vary depending upon the 
application and security level desired, it is important that security mark (122, 
132, 142 ...) be measurably unique for each page, whether printed on 
ordinary or specialized paper, of printed document (120, 130, 140 ...). 
Therefore, a unique security mark (122, 132, 142 ...) will be generated for 
each and every page of the printed document (120, 130, 140 ...). 

[00052] FIG. 3 is a block diagram of still another advantageous 
embodiment of the present invention illustrating document security system 
200 for printing secure documents. As document security system 200 is 
similar in some respects to document security system 100 discussed in 
connection with FIG. 1 , only those features that differ will be discussed in 
detail. 

[00053] Computer terminal 202, digital file 204 and database 210 are 
similar to those discussed in connection with FIG. 1 . Also provided with 
computer terminal 202 is identification device 206. Identification device 206 
may comprise any device that may reliably identify the user requesting access 
to digital file 204. For instance, identification device 206 may comprise any 
type of device for measuring biologic specific information, such as a 
fingerprint or DNA. Alternatively, identification device 206 may comprise a 
cardkey reader, an alpha-numeric keypad or any other device that may read 
an identification code. Once identification device 206 has received 
identification information and/or data from the user, security system 208 then 
determines if a request for access to digital file 204 may proceed. 
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[00054] After the user has accessed digital file 204, as discussed 
previously in connection with FIG. 1 , the user may request to print the file. 
Security system 208 then generates security data 214 as described in 
connection with FIG. 1. However, in this embodiment, security system 208 
also encrypts print file 216 prior to sending print file 216 to network printer 
212. The security system 208 may utilize any encryption method or scheme 
desired to effectively render print file 216 inaccessible to unauthorized 
individuals. Also sent to network printer 212 is security data package 218, 
which contains security data 214 as discussed in connection with FIG. 1. 

[00055] While computer terminal 202 is shown, in this embodiment, 
connected to the printer 212 via a network, it is contemplated that printer 212 
may be a local printer as discussed in connection with FIG. 1 A. 

[00056] Also provided at network printer 212, is identification device 
224. Identification device may comprise any appropriate device for 
identification of a user as discussed in connection with identification device 
206. It should be noted, however, that identification device 206 and 
identification device 224 may be the same type of device or may be different. 
For instance, identification device 206 may comprise a fingerprint reader, 
while identification device 224 may comprise a keypad or cardkey access 
device. 

[00057] In any event, network printer 212 must distinguish the 
certification details of print file 216 and security data package 218 with the 
identification information and/or data received to determine which features to 
activate. For instance, depending upon the identification information and/or 
data received, network printer 212 may generate printed document 220, a 
portion thereof or perform some other action. If access is not permitted by the 
individual attempting to print our print file 216, network printer may lock down, 
send a notification, not respond to the input or any combination thereof. 
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[00058] Alternatively, network printer 212 may, depending upon 
received security data package 218, be configured to print from only a 
selected source-only if digital file 204 has not first been opened or only print 
digital file 204 one time. It is contemplated that many differing security logic 
schemes may be effectively utilized to secure the information contained in 
digital file 204, which will vary according to the sensitivity of that information. 

[00059] Mark 222 is generated and printed on printed document 220 in 
a manner similar to that described in connection with FIG. 1. As previously 
discussed, mark 222 is a unique mark that contains information and/or data 
related to the specific page of printed document 220 on which it is printed, 
which may comprise ordinary or specialized paper. 

[00060] FIG. 4 is a flow diagram illustrating a sequence of operation 
400 for the advantageous embodiments illustrated in FIGS. 1 and 3. As an 
initial step, a user accesses a computer terminal 402. At this point, 
verification/identification data is gathered 404 relating to the user. The user 
then submits an access request to access a digital file 406. A security system 
then determines if the user has clearance to access the digital file request 
408. The security system may utilize various types of information to make this 
determination. For instance, the security system may make the determination 
based upon the identity and clearance of the user, the location from which the 
request is being sent, whether or not the requested digital file has been 
previously accessed and/or altered, whether the requested digital file has 
been previously printed or not or whether the requested digital file has been 
the target of a previous request from the identified user or someone else. It is 
contemplated that any number of security criteria may be utilized to limit 
access to proprietary information contained in digital file 104 and the list 
above is provided merely as an example of some of the various criteria that 
may be utilized. 
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[00061] Alternatively, in the case of stand alone printers, clearance to 
utilize the local printer may give full authority to print the file as the document 
will print out at the local printer and not some remote location. 

[00062] If the security system determines to deny access to the digital 
file requested 410, the security system may perform a number of actions. For 
instance, as illustrated in FIG. 4, the security system may simply return the 
user back to the step of submitting a request to access a digital file 406. 
However, it is contemplated that the security system may, for instance, 
determine to lock the user out of the computer terminal. The lock out may be 
a complete lock out of the system or may simply deny the user access to 
certain functions. Alternatively, the security system may send a notification 
message of an unauthorized attempt to access a digital file. Again, it is 
contemplated that a number of varying responses may be taken by the 
security system depending upon what is desired. 

[00063] If, however, the security system determines that the user does 
have clearance to access the requested digital file, access is granted. At this 
point, the user may enter a request to print the digital file 412. In the 
embodiment discussed in connection with FIG. 1 , a print file would then be 
generated to be sent to the printer in order to print the digital file. In the 
embodiment discussed in connection with FIG. 3, a print file would also be 
generated, but then the security system would encrypt the file in a secure 
format. 

[00064] Simultaneously, the security system is also generating 
security data relating to the verification data 414, which also relates to the 
digital file to be printed. The security data generated may comprise any 
information and/or data as previously discussed in connection with FIGS. 1 
and 3. 
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[00065] Next, the system sends the print file/encrypted print file and 
the security data to a network printer 416 to be printed. The print file and the 
security data may be sent to network printer via a network connection 
between the computer terminal and the network printer as discussed in 
connection with FIGS. 1 and 3. At this point, the network printer will wait until 
the input of verification/identification data 418 and then determine if the 
verification data allows printing of the document 420. This may comprise, for 
instance, identifying the user and determining if that user has clearance to 
print the document, certifying that the appropriate code/signal has been 
received prior to printing the document or determining what printer features 
have been activated by the security data and if the appropriate actions have 
been taken. These certification techniques may include any previously- 
discussed techniques, such as biologic specific information (fingerprint), 
cardkey access, keypad access or combinations thereof. Again, it is 
contemplated that any number of security functions may be applied at this 
step to determine if the user seeking to print the file has clearance to do so. 

[00066] If the security system determines that the verification data 
does not allow printing of the document, the security system denies the print 
request 422. At this point, the system may simply return to waiting for 
inputting of verification/identification data 418. Alternatively, the system may 
take any number of specified actions as previously discussed when a failed 
access occurs. 

[00067] If, however, the security system determines that correct 
verification data has been received, the network printer proceeds to print the 
file. A security mark is printed on each page of the printed document as 
described in connection with FIGS. 1-3. The security mark will be unique to 
the document being printed and be unique to the specific page on which it is 
printed. The security mark will also be measurably unique, such that 
verification of the mark as being true and original may occur. 
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[00068] in addition, the printed document may be printed on any kind 
of print medium that is difficult to counterfeit as previously described herein. 

[00069] Although the invention has been described with reference to a 
particular arrangement of parts, features and the like, these are not intended 
to exhaust all possible arrangements or features and, indeed, many other 
modifications and variations will be ascertainable to those of skill in the art. 
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